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Note : (i) Question No. 1 is compulsory.  

 (ii) Attempt any three from rest four 

questions.  

1. Explain in brief : 4×5=20 

(a) Secure shell (SSH) 

(b) Honey pot in network security  

(c) Secure File Transfer Protocol (SFTP) 

(d) Next generation encryption (Quantum) 
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Note : Attempt any three out of following four 

questions. 

2. Discuss the concept of zero trust 

architecture and its impact on network 

security.   10 

3. Evaluate the significance of Network  

Access Control (NAC) in enforcing security 

policies.   10 

4. Discuss the role of encryption in securing 

network communications. 10 

5. Explain security challenges associated with 

Internet of Things (IoT) devices in a 

network.   10  

× × × × × 

 

 

 

 

 

 

 


